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AR

« FEOTUK

- BREZEMTS “create’ <“add’

- HEZHIFRITS “destroy’ “delete’
« “create’ld“destroy”’. “add’ [ “delete’ THI&

- BREETEEITD “set’

— BMEEZAEMZTDS “enable”

— BREEEIICTDS “disable’

— I7AILDA I A—F “load”

- 7AILDTYTA—F “upload’

o OTUKNIIEBEAIEE ex)“create’=“cre”
o “?7V?TANEHZ—ERT ex) ‘show ?”
o A—H—LAJIZKYEITTEHITURDELGS
— User(—fi1—4—) < Manager(B¥##&) < Security Officer(fx = i)
o ATUFRETHERI(XNInfol NError] T'Warning] Ayt— TXRIR

— Info (1034003) : Operation successful . > B Ih
— Warning (2005267) : The IP module is not enabled. S FENMBE
— Error (3035256) : Unknown command “XXX” > avURLEK
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ERRE
o T7AIIRED

- BWEOEEZI7AIVICIRET D

— BERCHRAADREQVT1D)I7AIVEEIRT S

— BEEICHEAADEZFEQ TN IT7AIVBEHERT S

« “show config’ &4l
Manager > show config
Boot configuration file: flash:test.cfg (exists)

Current configuration: flash:test.cfg

exists : 77 ILDFEHET D
doesn’t exists : 77 A ILAFEFELZARLY
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o J7AILEED

- REDKENBEHRT D

« “show config dynamic’ &Rl

Manager > show config dynamic
# Command Handler configuration

# System configuration
set system name=""

# TIMEZONE configuration

# Flash memory configuration

# LOADER configuration

# User configuration

set user=manager pass=3af00c6cadllf7ab5db4467b66ce503eff priv=manager lo=yes

set user=manager telnet=yes desc='"Manager Account"

# TTY configuration

« “show config dynamic=[Module®&] THENEL1—ILDHERT
— Module£ --- ip, vlan, firewall, dhcp, ppp %“&
— #l) “show config dynamic=ip”’
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EXHAUSTION
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EARIRME
o T7ALILIRER
— DIYVAAEYADITFAINE—ERTT S

o “show File” &Rl

Filename Device Size Created Locks
feature.lic flash 78 12-Feb-2009 10:05:35 0
help.hlp flash 47237 18-Dec-2008 05:54:03 0
release.lic flash 32 19-Dec-2008 13:45:49 0
sb-244 _rez flash 2288352 18-Dec-2008 05:53:27 0
sb244-03.paz flash 111324 18-Dec-2008 05:54:00 0
test.cfg flash 2582 04-Mar-2009 13:26:42 O
config.ins nvs 32 05-Mar-2009 13:05:43 O
random.rnd nvs 3904 05-Mar-2009 13:09:44 0

— BRE@VIA4T)ITANZTHIBRT S
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ERRE
o SATLBEY

— Warm Start (VY277 tvhk)

o EEBRFEQAVIAI)IFAINEERLE-VERREIZED
- BEHHNEL

— Cold Start (/N\—Fxz7Ytvhk)

o BEI7—LVITEEELI-VLELZEIZ[ED

- BEBICERANMID Config Firmware
Warm Start @) X
Cold Start @) @)
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BRI

o TIHFHERDIRREIZEYT
— BREE@AVT47)77AILDOIERIE

. Hies%k D “show config”
Boot onfiguration file: Not set
Current configuration : None
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=
EARIEE
« J7MILIREE
— BE@OVID)ITAILEEDITIRET S

manager> edit filename.cfg

o AV IANITF7AINETEANM—IATCHRETHZENTHE
e KFAEY editCERELI-ABTERBTAIZIIBEFHINE

e ¥4l a—bhybFx—

[Ctrl]/K+[Ctrl]/X EEERELTRT TR T Izl
[Ctrl]/C EEAWELTIRT

[Ctrl]/V 1E@®E FIZRoa—)L

[Ctrl]/U 1E@EEIZRYa—)L

[Ctrl]/Y WAEITZHIBR

[Ctrl]/K+ [Ctrl]/F XFIDRFE

editi®| &
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IPv6ARL—2E KR TRT 5L
EXHAUSTION

AR 7LI R

LI LEWEEEEATURDRENE

ui%ﬂ]f&ﬁ E‘

BARMGEBBICEDL-ERENIE

http://www.allied-telesis.co.jp/support/list/router/ar550s/docs/index.html

top, =1

[CentreGOM ARSE0S 37 ) 27l 02 28

(i=on] [EEAER] [DL =4 UL =] [PPR] [vLar] [ gzzfz][_l [m [Pl Fi et [1F'u6 Hﬂ

[_@Jﬂ% POF] [2 =1 =4 £—

[2aw ] - ER-EIE [ 2 —D0r—2 ][I
ZH 2773 +—IL1 [vRRP ERS\-’P] [DHCPH —r i =] [DHCPwet —2 3 —] [wand —t 3522 ] [GoS] [GRE] [L2TP] [Peec] [PRI] [BES - (4] -

ACTIVATE DDNE LPDATE

ACTIVATE FLASH COMPACTION
ACTIVATE ISDN CALL

ACTIVATE L2TP CALL

ACTIVATE PORTAUTH PORT REAUTHEWT

ACTIVATE FFP

#D0 BGP IMPORT

ADD BGE NETWORK

A00 BGP PEER

400 BGF PEERTEMPLATE
ADD BOOTP RELAY

AT OATROC CTETER

el | indes] CentreCGOl AREEOS 37 R D7l 02 25

a][c] [o] [E] [F] [H] [ [L] v K1 >

SIEIRICIIOEISID CentreCOM AR550S <> FYJ7L 2R 29
ZM7-IHE. CentreCOM ARSSOSES By EIFNTRE, SIChUniE280hET.

A (top)

CentreCoh AREE0SIE . WANA A2 —2x—2 &L T 10/ 100BASE-TH Ethernet 28— (35 1R —FEDMZAE—F &L T H{ERE]
BE) . LANA A2 —01—2 XL T 10/100BASE-TH A A »F A — 354 —F, FEICBRIYPRI A4 — D2 — A FRE T AFIRER Ay
B 2 0 SR oS a I F O — o R ISDN)L — 2 —T,

TPl A7 a7 LTI . CentreCOn ARSEOSTESRLL DD 7 OB fEMEE- D7 H DD TS5 CRZEHL T LE o, i
SoEE AT thDOEEEREEL TIFIRGE .

BCTIVATE SCRIPT HE. EEETIRNCBEALE, ok 2 E L —a - Lan/wan DECHE. SEICER T 00— L OERFLEI DL T EHER
ACTIVATE TRIGGER LTEUE Bh. oML T, BRABOMT AR o B,

0D 4145

DD BGP AGGREGATE . _

DD BGP COMFEDERATIONPEER (T

HEV I TFA—T 3 CDNWT

FwzaF)llE. 2006 F o BRI CEFDL M0 T7) 6 =500 2.0.1-20 30 | SRS TLvE T, BROCEAICS
J4ED A — L A= R U U — A O E IR S D7 AR R SR IS U A
FEECI. S -V DIIEEE LRI ER S T e,
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=/
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R
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®
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HandsOn(DIPvAE A% TE

o —AREOAEPPPOEIZ & BIPVAS L A— Ry MER DR EEITS

— PPPOE7 NI UIERTE
— IP(WAN,LAN)E% E

— FirewallZ%7E

— DHCPERE

— ConfiglRTF/EEEIFRTE

- RERNBTDHER

— PCICEIY Y ToHMNT=IPVATRL RZHESR
— http://www.kame.net~NIPvAT7 7t X
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EXHAUSTION

HandsOn(DIPVAE KRR E

e ARS550S £%7E [Console]

Manager > create ppp=0 over=ethO-any

Info (1003003): Operation successful. « =+ PPPOE FPH DV FDERE

Manager > set ppp=0 over=ethO-any user=@test.com password=testtest
Igr=off echo=on

Info (1003003): Operation successful.

Manager > enable ip s PESI—)LDEE

Info (1005287): 1P module has been enabled.

Manager > enable ip dnsrelay =« DNSYUL—DHFZHE

Info (1005003): Operation successful.
Manager > add ip int=vlanl 1p=192.168.XX0.254 mask=255.255.255.0 <o« LAN I/F DIPRE
Info (1005275): interface successfully added.

Manager > add ip int=ppp0 1p=200.100.XX.1 mask=255.255.255.255 - -« WAN I/F DIPZE

Info (1005275): interface successfully added.

Manager > add ip route=0.0.0.0 int=ppp0 nexthop=0.0.0.0 coo FTIFINFIN—FDRE

Info (1005275): 1P route successfully added.

‘FFIEAHATUR XX IIZBDEEEZS
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EXHAUSTION

HandsOn(DIPVAE KRR E

e ARS550S £%7E [Console]

Manager > enable firewall cor TPA T OF—NEZ2a— L DEZ

Firewall enabled.
Info (1077003): Operation successful.

Manager > create firewall policy=net cor TPL T oF— LA —DIERE

Info (1077003): Operation successful.

Manager > enable firewall policy=net icmp_f=ping,unreach -« ICMP FORWARDING DEZN1E

Info (1077003): Operation successful.

Manager > disable firewall policy=net identproxy <+ Ident O+ —DAEH L
Info (1077003): Operation successful.

Manager > add firewall policy=net int=vlanl type=private ce e [AN1 42 Z—T T4 R FPrivate( AER)I/FIZI5F

Info (1077003): Operation successful.

Manager > add firewall policy=net int=ppp0 type=public o2 PPPO A Z—TT 4 X FPublic($)ED)I/FIZIEE

Info (1077003): Operation successful.

Manager > add firewall policy=net nat=enhanced int=vlanl gblint=pppO voe TP Frot+—LNAT DERE

Info (1077003): Operation successful.

© Task Force on IPv4 Address Exhaustion, Japan 17
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EXHAUSTION

HandsOn(DIPVAE KRR E

e ARS550S £%7E [Console]

Manager > enable dhcp o« DHCPEZ2— /L DEZY

Info (1070003): Operation successful.
Manager > create dhcp policy=base leasetime=7200

Info (1070003): Operation successful. -« DHCPAES N —D 1EBE

Manager > add dhcp policy=base subnet=255.255.255.0 router=192_168.XX0.254
dnsserver=192.168.XX0.254

Info (1070003): Operation successful.

Manager > create dhcp range=local policy=base ip=192.168.XX0.31 number=30 <"« DHCPEETH FRL XL > Z DERTE

Info (1070003): Operation successful.

Manager > create config=testl.cfg coe D40 T DIRIF
Info (1034003): Operation successful.

Manager > set config=testl.cfg e FET T4 T TF I DIEE
Info (1049003): Operation successful.

© Task Force on IPv4 Address Exhaustion, Japan 18
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EXHAUSTION

IPV6A L —

RERITAT 5.,

HandsOn(DIPVAE KRR E

AR550S %7€ * A T—RAHEEE [Console]

Manager > show ppp © e PPPES2—/L DX T—HR 7
Name Enabled 1i1flndex Over CP State
pppO YES 10 I1PCP OPENED

ethO-any LCP OPENED

Manager > show ip interface e PES2— /L DRE R

Interface Type IP Address Bc Fr PArp Filt RIP Met. SAMode IPSc

Pri. Filt Pol _.Filt Network Mask MTU VJC GRE OSPF Met. DBcast Mul.

VLAN Tag VLAN Priority InvArp

LOCAL -— Not set - - - -—— - Pass -

- -—= Not set 1500 - -— - - -

none none -

vianl Static 192.168.XX0.254 1 n On --— 01 Pass No

-—= -— 255.255.255.0 1500 - --- 0000000001 No Rec

none none -

pppO Static 200.100.XX.1 1 n - -——- 01 Pass No

- -—= 255.255.255.255 1492 Off --- 0000000001 No Rec

none none -

Manager > show config e BB T T DT

Boot configuration file: flash:testl.cfg (exists)

Current configuration: None
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EXHAUSTION

HandsOn(DIPVAE KRR E

o VistaDFEER
— IPVAZRLADEE TETCWNAIEFER (O FTOV TR

C:¥>

Windows IP ##st

T—YRo, FETEZ2 O—H/L TYTF#EkE:

HE#EIED DNS HIrvoX . . .

y>o0—21/)L IPv6 FRLX - fe80::1479:cfd9:ae9e:9028%11
IPv4 FPRL X

- 192.168.XX0.31
HIEY, VXD

: 255.255.255.0
TIFI, T—roTS 1 192.168.XX0.254

— http //www kame.net ’\77‘t’ZL EDRNEINGEWNIEEER [TT70Y]

I CAOEEEINL Internet Explarer

E p
‘) | [yp—— EIEEIE L) B
FriME ERE BT BRI S-UD AW
BIEAD 8 The KAME profct | [f-B- - 290 eor@- v-M & "

The KAME project
4 -

-

i >  IPVATOD TV ERATIEEIEEIA LY --

Use IPvE HTTP

The KAME project was a joi trﬂf rt of six companies in Ja nan
to provide a free sta HMIP\G IPsec, and Mol b IPvE for BSD va
Owr products vanlabile =
A-THEFEALE e-u-mn:me«r:m G e [ v
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EXHAUSTION

Handson®|pv67“ U “J:),\/ﬁ‘

http://www.kame.net/

Internet

,l,i{pmf‘

Y — IPv6 RAE AN
(2001:fa0:1::/64)

IPv6 é IPV6 ...... IPv6 IPv6
Bridge J; Bridge Bridge Bridge
| \ |

(2001:fa0:1::/128) (2001:fa0:1::/128)
®
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& | Pva PV6ARL—SEHT 0TS

EXHAUSTION

HandsOn@| PV67“ U “J:)f/ﬁ‘

e ARS550SIZIPV6/ Ny DT )y F R FEZBML ., VistalZ
IPv6 O—/NJL7RLRZEIYHT
EIIL—ARTRAIZ K BPrefixiB EN & £ i

— JYySED 1 —)LEEDE
=JL=a

— 7‘U ‘\J:/\\ﬂ_{)_l‘ DEXTE
— JYyo7Jala)LDEE

— VistalZIPV6 7 FL AMEIY B ToNTNNSZ EZFHERR
— http://www.kame.net~NIPv6 7 7t X
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EXHAUSTION

HandSOn®|Pv67“ U “J:/\\/ﬁ‘

e ARS550S £%7E [Console]

Manager > enable bridge o Ty SFES T — DB

Info (1027052): The Bridge module has been enabled.

Manager > add bridge port=1 interface=ethO coe TV SHKE—FDEFEleth0 4> 8— T4 .X)
XPPPO T/2%i<eth0 THBZEIZEE

Info (1027003): Operation successful.

Manager > add bridge port=2 interface=vlanl oo TV SAR— R DEFEIVIANL 4 82— T £ .X)

Info (1027003): Operation successful.

Manager > add bridge protocol type=ipv6 von TV S35 T ORT)LIIPVE BN

Info (1027003): Operation successful.

Manager > create config=test2.cfg cis J T T L DIREE

Info (1034003): Operation successful.
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EXHAUSTION

IPV6ARL—2B IO L

HandsOn@| PV67“ U “J:/\\f/ﬁ‘

AR550S %7€ * A T—RAHEEE [Console]

Manager > show bridge

Remote Bridge

Bridge Address
Bridge Name

Spanning Tree Protocol

Address Learning
Number LAN Ports
Port Number
Port Address

CAM

Port Number
Port Address
CAM

Number of Virtual

Number of Groups
Ageingtime
Uptime
StripVlantag

00-09-41-4c-d0-55

CentreCOM AR550S version 2.9.1-20 22-Jul-2009

OFF

ON

2

1
00-09-41-4c-d0-55

: disabled

2
00-09-41-4c-d0-54

: disabled

Ports:

0

0

300
596626
TRUE

con Ty SET 2 — )L DREIEHRE T

-« B A& DAR550S DMAC FRL-X

oo B DAR550S DMAC FRL-X

- o« B DAR550S DMAC FRL-X
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Pv4 PV64 XL —S BRI OS5 L

EXHAUSTION

HandsOn@| PV67“ U “J:)f/ﬁ‘

AR550S %7€ * A T—3 A HEFE[Console]

Manager > show bridge port o TSR — T ERE G E T
Port Information

Port Number : 1

Port Interface : etho

Port Media Type : Ethernet CSMACD

Port filter -

Outbound User Priority : 0

Outbound Access Priority -0

UpTime : 38

Port Number : 2

Port Interface : vlanl

Port Media Type : LAYER2 VLAN

Port filter -

Outbound User Priority -0

Outbound Access Priority : 0

UpTime - 594234

Manager > show bridge protocol e Y S HZ TOARTIDISHE T
Index Encapsulation Protocol Name Priority

1 ETHII 86dd 1 -+ “86dd” [£“IPv6” FFELFET
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EXHAUSTION

HandsOn®| PV67“ U “J:/\\/ﬁ‘

e VistaDFESRD)
— IPV6 PRLADEB TETWAILEZER (AT F7AaY T

C:-¥>

Windows 1P #£5t

. VistaTIXEUI-6AEE T HMB DA
S—HFy, FETE O—H)L TUFHER: ETAUA—TTARIDEERR

HEEIED DNS HIrvIR . . . -

IPV6 7ZFL-X - 2001:Fa0:1:1479:cfd9:ae9e:9028 e 9 N PPN P VAVPZEY 5 %

—f IPV6 FRLX - 2001:fa0:1:d0ed:4256:a664:Flaf FLTHERLIZZRLATERRIS
Yy oo—#)L 1Pv6 FRL.X - fe80::1479:cfd9:ae9e:9028%11 EEEND

IPv4 FPRLX - 192.168.XX0.31

HITLEY, VXD : 255.255.255.0

.0 ’ .~ . =
FIFN, F—F oo - Fe80: :209:41FF: fedc:e67d%1l WAV [EAVI—TIARBEERT
102.168.XX0.254

—  http://www. kame net ’\77‘t’ZL EDRINEKIEFHEE [TV

/= The KAME project — Dell [LEDI2HEHLE Internet Explor

"_@ [l 1itg:d Frnnkame et EE SR e L=
TrME) REE #TY BRCANGE Y-MD ALTH)
S BRIEAD | g The KAME project | [f-8- = k9@ e v @7

The KAME project

-+ |Pv6IZELBAWeb7 IV EATIETEMNEC! ! !

Dancing kame ler momonga

The KAME project was a joint effort of six companies in Japan
to provide a free stack of IPv6, IPsec, and Mobile IPvE for BSD variants.

Our products are available in
- ETENELE 0T T @Akt | 38T B ETES R
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|Pva PVBA XL —ABHT 055

EXHAUSTION

HandsOn®| PV67“ U “J:/\\/ﬁ‘

o VistaDHEZRQ
— Ping I2&5 IPv6 BREHEEE (Y FTAVTH]
o Ipconfig TRIRSNDT IAHILMT—b DA T7RL RSEIZEIE

C=¥ 209:41fT:Tedc:ebrdhll -+~ ipconfiq TR TEL T 24 NI —F DT/ FFLR

fe80::209:41FF:fedc:e67d%ll /= ping ZZE/EL TL'ET Fe80::1479:cfd9:ae9e:9028%11 25 32 /NAFDT—X:
fe80: :209:41FF:fedc:e67dWll HSDEE: AR =1ms
fe80: :209:41FF:fedc:e67dWll HSDEE: KR <ims
£e80: :209:41FF:fedc:e67dWll HSDEE: AR <ims

£e80::209:41FF:fedc:e67d%ll 6D E: AR <lms

fe80::209:41FfF:fed4c:e67d%ll D ping #57:

INTURE EIE = AL RE = A X = 0 (0% DEX).
SO R TDEFERRE] (SU#):

&) = Oms, /A - 1ms, F45 - Oms

— BERIDHB7/F WireS

B Raalick. RTLSYIN UGS Fam
Eie [#0 Yeu (n Cwtee Srabm Dwmsc ek
LR RN . « T4 Ao EEnm g | 31

o[58

Faae WTLES BTG oy Faed Erat—  Fachirts 51 Dl 368 it e i
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EXHAUSTION

INIRXAL—=25B)
~ RA/ZLBPrefix B ~
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@ ] PvAa PV6A XL —AE IO S L

HandsOn@RAIZ Kk B PrefixBt fh

e ARS550SDVLAN1IAA—T 1A RIZIPv6ZE%E L . RATPrefix
#Eefn

-

— IPV6ED A—ILEHAWIE
— IPV6A U BA—TTARADETE
— RANTYRDZEIEZTEIE

— VistalZIPV6 7 L AN EIY H TON TSI EZHERE
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EXHAUSTION

-

HandsOn@RAIZ & B PrefixB2

S ||| http://www.kame.net/

Internet
=2 &

;i,irpﬂﬂf‘

gLl —N
FEEMFE

2001:fa0:100::1/64 2001:fa0:200::1/64 ‘ 2001:fa0:1500::1/64 2001:fa0:1600::1/64
RA;E%I]I RAE £l RAE%RI‘ RAE%I]I ‘

(2001:fa0:100::/128)  (2001:fa0:200::/128) (2001:fa0:1500::/128) (2001:fa0:1600::/128)

) @ ® ®

© Task Force on IPv4 Address Exhaustion, Japan 31




Pv4 PVBA XL —ABHT 055

EXHAUSTION

-

HandsOn@RAIZ Kk B PrefixBt fh

e ARS550S £%7E [Console]

Manager > set conf=testl.cfg - - HandsOn (DD R E FEEE) T~ T4 7 [ZHE
Info (1049003): Operation successful . (IPv6 )2 0 3R EFHESR)
Manager > restart router - -« AR550S DEE B

INFO: Initialising Flash File System.

INFO: Executing configuration script <flash:testl.cfg>
INFO: Router startup complete

userO1l login: manager
Password: (friend)

} ==+ “manager” “friend” EA 7

Manager > sh conf dyn=bridge e YT T REDIENC L7

# Bridge configuration
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Pv4 PVBA XL —ABHT 055

EXHAUSTION

-

HandsOn@RAIZ Kk B PrefixBt fh

e ARS550S %3 [Console]

Manager > enable ipv6

s IPV6ES 12— LD EIIE

Info (1066271): 1PV6 module has been enabled.

Manager > create ipv6 int=vlanl wee |PV6 L X—TT A RE1ELEL .
YooO—H)FRLRXZHEE

Info (1066267): interface successfully added.

Manager > add ipv6 int=vlanl 1p=2001:fa0:XX00::1/64 publish=yes
oo £ B—TT A RITPV6 PRLXFRE

Info (1066267): interface successfully added.

Manager > enable ipv6 advertise v e RAINT IR DIE(EFEZNE

Info (1066271): Router Advertisements has been enabled.

Manager > create config=test3.cfg e I T4 0 77 LI DIRIE

Info (1034003): Operation successful.
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|Pva PVBA XL —ABHT 055

EXHAUSTION

-

HandsOn@RAIZ Xk A Prefixfid

o VistaDHEE

— IPV6ZRLAAEB TETCWAILEZFER (A RF7OV T

C:¥>

Windows IP 74t

S—H R, FETEZ O—H)L TUF#Ef:
FEMEIED DNS #T7rvoX . . .

IPv6 FZAL X : 2001:fa0:XX00:1479:cfd9:ae9e:9028

—#F IPv6 FRLX : 2001:fa0:XX00:d0cl:d2d:67c9:25d

y>oo—A/)L IPv6 FRLX : Te80::1479:cfd9:ae9e:9028%11

IPv4 7ZRFL X : 192.168.XX0.31

YIFEI, VRO : 255.255.255.0

TIFI, T—rOTA : fe80::209:41FF:Feb2:2970%11
192.168.XX0.254

— 2001:fa0:XX00::1 JEIZPing@BIE CEA LR [av U RTOVTH

C:¥> XX

2001:Fa0:XX00::1 /= ping ZZX/EL TLFF 2001:Fa0:XX00:d0cl:d2d:67c9:25d 425 32 /\IFDT—X.
2001:Fa0:XX00::1 26D mE: ARl <lms
2001:fa0:XX00::1 26D E: Ff] <lms
2001:Fa0:XX00::1 H56DEE: AR <lms
2001:fa0:XX00::1 26D E: Ff] <lms

2001:fa0:XXx00::1 @ plng a5t

INTURE: X5 = 4, F5 = 4, #55% = 0 (0% DFEX).
SO Ry T DEFERR] (SUR):

&=/ = 0ms, =X = Oms, F£ = Oms
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Pv4 PV64 XL —S BRI OS5 L

EXHAUSTION

-
[ 4

HandsOn@)RAIZ &k B Prefixi

AR550S %7€ * A T—RAHEEE [Console]

i

Manager > show ipv6 int e PV A —TT A R DR
IPV6 Interface Configuration

Interface ... .. ... .. i loopback
Ipv6 Interface Index ...... ... ... .. ....... N/A
Link-layer address . ...... ..o oaaaoo-- NZA
EUI-64 Interface ldentifier ....__._._.... NZA
True MTUZLInk MTU ... ..o i i e caaans 1500/1500
Multicast status .......... . -cccoceoooaanan Enabled
Send Router Advertisements ? ............. No
Ipv6 Interface Addresses :
Int Addresses PLen Decrement
Type Scope State Enabled Valid Preferred Publish
0 ::0001 /128 No
unicast loop preferred Yes infinite infinite No
1 2001:0380:0236:XX00: : /64  No
anycast global preferred Yes infinite infinite No

Interface ... .. ... . .- vianl
Ipv6 Interface Index ........... .. ....... 1 .
Link-layer address . ........cooooooaoooa.- 00-09-41-b2-29-70 oo B L DAR550S DMAC LR
Link-layer state ..........coooeoooaaaaa-- Up
EUI-64 Interface ldentifier ....._._._._.... 820941FFFE822970 P é’?@AR5505 DEUI-64 7/~‘DX
IPSeC ... . .- 0
True MTU/LInk MTU ... .. ... . .o o.-- 1500/1500
Multicast status .......... . -cccoceoooaanan Enabled
Send Router Advertisements ? ............. Yes
Ipv6 Interface Addresses :
Int Addresses PLen Decrement
Type Scope State Enabled Valid Preferred Publish
0 fe80::0209:41FF: feb2:2970 /64 No cee Y2 oO—H)NFRLR
unicast link preferred Yes infinite infinite No . ) )
1 2001:0380:0236:XX00: :0001 /64 No e JO0—/ V)L TRLX
unicast global preferred Yes 2592000 604800 Yes
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|Pva PV6ARL—SBRTOT S L

EXHAUSTION

-

HandsOn@RAIZ Kk B PrefixBt fh

e AR550S R 7E * A T—RAHEEE [Console]

Manager > show ipv6 ndca s NDF g F—TILDIEST

Ipv6 Neighbour Cache:

Ipv6 Address Link-layer address

Interface [port] State LastReachble IsRouter
Te80::1479:cfd9:ae9e:9028 00-1d-09-49- df 97 .= Vista DY 20—H)L FRLX
vlanl [3] stale 0O msecs

2001:0380:0236:XX00:d0c1:0d2d:67c9:025d 00-1d-09-49- df 97 . e Vista D O—s\JL PRLX
vianl [3] stale 0 msecs no

Manager > ping Te80::1479:cfd9:ae9e:9028%vianl .« Vista 57/ 2Ping 2515
Echo reply 1 from fe80::1479:cfd9:ae9e:9028 time delay 0 ms (ZZEMENDF+yaT—T/LZ/F)
Echo reply 2 from fe80::1479:c¥g9:ae9e:9028 time ge:ay 0 ms

Echo reply 3 from fe80::1479:cfd9:ae9e:9028 time delay 0 ms XU O—H)L FRL R 5 1% E 1T T
Echo reply 4 from fe80::1479:cfd9:ae9e:9028 time delay 0 ms 4422_7r¢xfﬁﬁgy S

Echo reply 5 from fe80::1479:cfd9:ae9e:9028 time delay O ms

— BRIDBH BT /FE WireShark F1&> TPv6 BIEZF+7F L THTTFEL)
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& | Pva PV6ARL—SEHT 0TS

EXHAUSTION

INIXFIN—=2 5@

~ |IPv6 over IPv4 ~
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& | Pva PV6ARL—SEHT 0TS

EXHAUSTION

HandsOn@)IPv6 over IPv4

e ARS550SIZIPV6 over IPVAR R~ JLZEERTEL . IPVAR YR —2iH5
ZDIPV6IEEXER

— IPv6 over IPv4 b RILA U BZA—T A ADYERK

— PO RILAIFDIPV6RRAT A7 IL—DERK

— Firewal|CPPPOSEDIPV6L T R IL/IN T R EEFRI I HER EZ BN
o« REBRFEIIFRRRYNT—IODGEETIHGEICTHELELRYET

— Bl —/\%EIPV6IBIE D EIE
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&|Pv4 .

EXHAUSTION

HandsOn@)IPv6 over IPv4

2001:fa0:ffff::1 2001:fa0:aaaa::1
2001:fa0:aaaa::2 &9

Internet

Y —N E
2001:fa0:ffff::200/128
& B RS
IPy6 over IPv4 n \
\
(200.100.1.1) (200.100.2. . ) (2 6.1)
2001:f30:100::1/64 2001;fao:200;;1/64 ‘ 2001:fa0:1500::1/64 2001:fa0:1600::1/64

\

(2001:fa0:100::/128) (2001:fa0:200::/128) (2001:fa0:1500::/128) (2001:fa0:1600::/128)

@ @ ®
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|Pva PVBA XL —ABHT 055

EXHAUSTION

HandsOn@)IPv6 over IPv4

e ARS550S £%7E [Console]

Manager > add ipv6 tunnel local=200.100.XX.1 target=200.100.254.1 int=virtO

- = = |Pv6 over IPv4; )4 F—T T4 XDIESE
Info (1066284): v6 over v4 tunnel successfully created.

Manager > add ipv6 route=::/0 int=virtO next=:: oo R ILIFR BT — D EN

Info (1066267): 1PV6 Route successfully added.

Manager > add fire poli=net ru=1ac=allow 1nt=ppp0 prot=41 gblip=200.100.XX.1

ip=200.100.XX.1 remoteip=200.100.254.1 oo RO A B — T T A RIDE(EE ]
i IPv6 D7 O,T)LEE(£741”
Info (1077003): Operation successftul.

Manager > create config=test4.cfg voe I T 0TI DIRTE

Info (1034003): Operation successful.
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|Pv4

EXHAUSTION

IPV6ARL—2B IO L

HandsOn@)IPv6 over IPv4

AR550S %7€ * A T—RAHEEE [Console]

Manager > show ipv6 tunnel
Ipv6 Tunnels:

Interface Ipv6 Tunnel Address
Tunnel start Tunnel end

virto fe80: :c864:xx01

200.100.XX.1 200.100.254.1

Manager > show ipv6 route
IPV6 Routing Table Entries

Destination prefix -——

Next Hop

Int. Age Policy Protocol Metric
/0 ———> ::

virto no 0 static 1
2001:Ffa0:XX00::/64 —--—> ::

vianl no 0 interface 1

Codes: P=publish, Do=down

Pref Tunnel DLCI

- =« |Pv6 over IPv4 ;)L DIEE

Flags
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|Pv4

EXHAUSTION

IPV6ARL—2B IO L

o VistaDHEER
2001:fa0:ffff::

C:¥>

2001:
2001:
2001:
2001:
2001:

2001:

HandsOn@)IPv6 over IPv4

fal:
fao:
fal:
fao:
fal:

fal:
INTURE S = 45 = 4. #8% = 0 (0% DHEX).
SO R T DEEERRE] (SU#):

&=/ = 1Ims, =X = 1ms, F£ = 1ms

Trff:
ff:
Trff:
f:
Trff:

rff:

200 (el —/\)BE(ZPinglBE CEA L ER [av ROV T

2d0]0)
2{0]0)
:200
:200
:200

=200

/= ping ZFZ/SL TL'EF 2001:Fa0:XX00:d0cl:d2d:67¢c9:25d 45 32 /S1FDT—X:
DEDIE: B =1ms
DEDME: R =1ms
DEDIE: B =1ms
DEDMEE: R =1ms

D ping #5t:
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& | Pva PV6A RL—RBERTOT T L

EXHAUSTION

INDAAIL—=25®)
~ RF—FL XDHCPV6(DNS ZZ7) ~
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& | Pva PV6ARL—SEHT 0TS

EXHAUSTION

HandsOn®)XT—kL XADHCPv6

o RAT—FL ADHCPV6ZFEXTELDNST7 L X% Vistal ZE2fh

RABENTIPV6Y A—/ N LT RL REEL A DF=8 . DHCPVEIZ &S
TRUABAIEITHOI DNSTRL ADEERD AT

— RAOTST MDEEE

— DHCPV6DE ML

— DHCPv6RY) o —MDYERL

— DHCPv67R!) & —ZVLIANIA LV A—D A RIZT YA

— Vistad&kWUnslookupZE{TL TIPV6IZ L HDNSERRMNTETINAI EH
TR

X IPv6 RA [ZDNS Z7RL ADBANHERE (L HY FEH A (RDNSSA TS 32 [RFC5006] I Experimental)

IPv6/ 4y TDNSHZRZITULNM=LME R X, BIRK TONSTRL RAZFEEERTET SH . DHCPVveZ{E
ATA0BENHYET,
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|Pva PVBA XL —ABHT 055

EXHAUSTION

HandsOn®&XT—kL XADHCPv6

e ARS550S £%7E [Console]

Manager > set ipv6 nd int=vlanl oconf=yes e RABEIDO TS ETTH

Info (1066267): Neighbour Discovery info successfully added.

Manager > enable dhcp6 - =« DHCPV6 EZ 2 — /)L DEHE

Info (1117267): DHCP6 module has been enabled.
- =« DHCPV6 /Y S —D K

Manager > create dhcp6 poli=test

Info (1117263): Policy successfully added.

Manager > add dhcp6 poli=test dnsserver=2001:380::53 -« DNS Y—/VFFLXDRTE
Info (1117263): DHCP6 option successfully added.

Manager > add dhcp6 int=vlanl policy=test ++ s DHCPV6 K)o —FVIAN1 4> Z— A R ICFH 4>

Info (1117263): DHCP6 entry successfully added.

Manager > create config=test5.cfg e JT T AL DIRTE

Info (1034003): Operation successful.
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|Pva PV64 KL —5ERTOT S

EXHAUSTION

HandsOn®)XT—kL XADHCPv6

e AR550S R 7E * A T—RAHEEE [Console]

Manager > sh dhcp6 « » » DHCPV6 SR DI

DHCP6 Module Configuration

DHCP6 DUID . ... i iiiaaaaann 0x000386dd000941b22971
Module Status ......_._. ... ._._..... Enabled
DHCP6 Debug . ......o. oo .... Disabled
Rapid Commit ... ... ... _._.._._..... Disabled

Error Counters

addressRequestFail .. .__.._._._.._.__.. 0 authenticationFail . ___._.___..___.. 0
creationError ...... ... ... ..... 0] clientiDMismatch ... ... ......... 0
clientIDMissing ... ... ... __..._.... 0 entryNotFound ......_.._..._.._..._._.... 0
messageUnknown ... ... .. ... ...... 0 optionNMISSINg - oo cooaaaaaaaaan 0
optionMismatch ... .._..__..__..._.... 0 serverIDMismatch _..___.___.._.__... 0
serveriIDMissing ...... .. ... ...... 0 transactiDMismatch .............. 0
wronglInterface ...._..___.._....._.. 0

Total Discarded packets ......... 0

Manager > sh dhcp6 poli=test <=« DHCPV6 L) S —ER F DIES

DHCP6 Policies

Name: test
Base Policy: none
05 dnsserver .......... 2001:380::53

© Task Force on IPv4 Address Exhaustion, Japan




|Pv4

EXHAUSTION

IPV6ARL—2B IO L

HandsOn®&XT—kL XADHCPv6

o VistaDHEE

— IPV6 DNSPRL ARG TETCWAIEEZMER (AT R7ar T

L—H Ry, FETR O—H) TUFHEE:

FERTEIBED DNS #IrvIX .
. . . .

YEFFLX.

DHCP &7 . .
EHEEHEEZ).

IPV6 FZALX .

—f IPv6 FRLX.
y>oO—21/)L 1Pv6 7ﬁbX
IPv4 ZRLX . .
HILY, VRD .
—XZ. . .
U—xmﬁ;ﬁé’/fﬁ ..
TFIFIN, T—,OTT .

DHCP #f—/V— .
DHCPVv6 1AID .

DHCPV6 22577k DUID
DNS #—/1—.

NetBIOS over TCP/IP .

: Realtek RTL8139/810x Family Fast Ethernet NIC
: 00-1D-09-49-DF-97
A~ qA)]
e
: 2001:fa0:XX00:1479:cfd9:aee:9028 (&%)
: 2001:fa0:XX00:d0cl:d2d:67c9:25d( &%)

: fe80::1479:cfd9:ae9e:9028%11 (&%)
: 192.168.XX0.31(#%)

: 255.255.255.0

: 2009 #12 A3 H 14:07:43
: 2009#12 A7 H 12:15:51

: fe80::209:41FF:feb2:2970%11

192.168.XX0.254
- 192.168.XX0.254
- 251665673
- 00-01-00-01-0F-CF-24-66-00-1D-09-49-DF-97
- 2001:380::35 5
192.168.XX0.254 i R
: BAA
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& | Pva PV6A AL —SBR IO 5L

EXHAUSTION

HandsOn®&XT—kL XADHCPv6

o VistaDFEE
— NSLOOKUPT'www.kame.net #ZE4TLIPV6 PRLAMB| T AELEER (AT RS
A7
C:-¥>

BEEDY—/sv—: ns6-tkll.ocn.ad.jp
Address: 2001:380::53

>
#—/V—: ns6-tkll.ocn.ad.jp
Address: 2001:380::53

HEIRD 7 [ 2
HHEI- www . kame . net
Addresses: 2001:200:0:8002:203:47ffF:fea5:3085

208 LiTad A Lies, + + nslookup [ZEDI T BHPV6 FRL R B S

>

— BBDHBHIIWireShark Z{E > TIPv6 DNSIBIEZ X v T F L THATT LY
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& | Pva PV6ARL—SEHT 0TS

EXHAUSTION

INIXFN—=25®)

~ |Pv6 Telnet ~
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& | Pva PV6A AL —SBR IO 5L

EXHAUSTION

HandsOn®)IPv6 Telnet

o Vistah BHAR550SIZxfL TIPv6 CTelnetZE i
— AR550SIET 74 LN TTelnethA BN

— IPV6A U B3—D A REHE LIRS TIPv6IZ &K B Telnet AN AT HE

— Tera TermTTelnetZ X
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|Pva PVBA XL —ABHT 055

EXHAUSTION

HandsOn®)IPv6 Telnet

o VistaDHEER
— Tera TermZ{#LYAR5505(2001:fa0:XX00::1)~\IPv6 TelnetZxE it
KTeraTermT IPv6 ZEF AT 5156 . PRLRAFEI[ | TEOIMLENRHAZLITEE

Tera Term: JLOHEHE

& TOP/IP  RART): [[2001:380:236:x00:1] =
F B2 )
T2 & Telhet TCPTR—h#(P): I23
C88H ssH i—Ya () [sse =]

CToft ZOkzILC: IUNSPEC'I
N S___ oS < ~ B ALY L
T kR ICOM} El XEL\/\ /EJ—C(i@JﬂEL&L\i’JJ_Dh\& )35_3_

[ox | wevtn] ~ow)|
— WireShark Z{#>TIPv6 Telneti@IEZ X+ TFrLTHTTF LY

Em b e e Gmtes frebe Pewses e
Gesow R

e [R L Cee ok
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|Pva PV64 KL —5ERTOT S

EXHAUSTION

HandsOn®)IPv6 Telnet

e AR550S X T—ARRAHEZR [Console]

Manager > show user e T — A [EER DT

Number of Radius-backup users..... 0

User Authentication Database

Username: manager (Manager Account)
Status: enabled Privilege: manager Telnet: yes Login: yes RBU: no
Logins: 4 Fails: 1 Sent: O Rcvd: O
Authentications: 0 Fails: O

User Port/Device
Login Time Location
manager Asyn O
09:56:04 04-Dec-2009 local
manager Telnet O
11:15:48 04-Dec-2009 2001:1a0:XX00:0:d1:6Ffb7:fd70:a43c cis 542 —FDIPvE FRLX
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& | Pva PV6ARL—SEHT 0TS

EXHAUSTION

INSRAIIN—=25 D
~ 1PV6 Ty )L G—~

© Task Force on IPv4 Address Exhaustion, Japan 53



& | Pva PV6ARL—SEHT 0TS

EXHAUSTION

HandsOnDIPv6e 74 JLA—

e LANIMSDTelnetZEIPT4ILAR)2 S LT, AR550SIZTelnet
TS EHETTER

— IPV6IAILA—T M) —DIER
— VLANIA A=A RIZIPTAIAEA—ZTH A

— VistadcWAR550SIZ3xf L CTelnet CELZ W LA TEER

3% AR550SDIRITI7—LDTT (ver2.9.1-20)[X, F7A T 74— ILIEREIZKBIPv6/ Ty D T4 ILRY T (2R ELTLY
FBA. TDAE., IPV6ITAILA—THEY LTIV T IL—ILERTELTLEESLY,
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|Pva PVBA XL —ABHT 055

EXHAUSTION

HandsOnDIPv6e 74 JLA—

e ARS550S £%7E [Console]

Manager > add ipv6 filter=0 entry=1 source=2001:fa0:XX00::/64
protocol=tcp dport=23 action=exclude <+« LANJIFFLR 55 Deinet FHEZF S L) Y—F1E5E

Info (1066003): Operation successful.

Manager > add i1pv6 fTilter=0 entry=99 source=::/0 action=include
<o FDOMDIZ T4 0% T[T LN —Z(EE

Info (1066003): Operation successful.

Manager > set ipv6 int=vlanl filter=0 o PYE Tp L B—FVIANL A B— T T A R T >
Interface IP Address/prefix length MTU RIP Met.

vValid Preferred Filter Policy Priority
vianl e80::0209:41ff:feb2:2970/64 1500 1

infinite infinite 0 none none

Manager > create config=test7.cfg e I T T L DIRTE

Info (1034003): Operation successful.

—  IPVEIAILEA—(EEBDBIEICTYF I —EREBLTOE TENIZETYF LBV YNIBET S 1 ELVORE
ROIVMN)—HARRICEELET . Z0=H. [2THAIOI N ) —EXREITEMTHIHELNHYET,
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@ ] PvAa PV6A XL —AE IO S L

EXHAUSTION

HandsOnDIPv6e 74 JLA—

e VistaDFESR
— Tera TermZ{$iLVAR550S~ IPv6 Telnet ZE i
XTeraTermT IPv6 Z{E AT 5155 . PRLRAZFRIN[ | TESOHLENH S EIZFE

20010 b8:100:1

P 2R
T2 & Tehet TGP —H#(E): |23

' 88H sswi—*)‘a‘z(@:lssm vl
.
Toft ZOk3Le): [unsPECE]

KEWA—2a 0 TREELGWRTREEABHYFT

C 2T AR [cons H

[ox | #evtn| Ao

— TelnetCET RS LT INT B ELETER

I A2AHSRETEREA
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|Pv4

EXHAUSTION

IPV6ARL—2B IO L

HandsOnDIPv6e 74 JLA—

e AR550S R 7E * A T—RAHEEE [Console]

Manager > show ipv6 Filter

IPv6 Filters

No. Ent. SourceAddress
Source Port
Dest.Address
Dest. Port
Size
Options
Logging
Matches

0 1 2001:0380:236:XX00::
Any
23
Any

”TO e Telnet BEBENBEN IV A—H EAYET Any

Any
Any
Any
no

None
2

Passes: 2 Failszgz::>

«o 0 |PV6 T4 B—ERE * R T—ZRXDEZ

/dplen

Prot(C/T)
Session

Act/Pol/Pri

/0
/128

Any
Any

Include
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